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I / !\ Disclaimer /!\

B The model provided in this talk is a simple toy model
to give a naive approach of Machine Learning based
on Homomorphic Encryption.

B For a more insightful approach:

Secure Multiple Linear Regression Based on Homomorphic
Encryption

Rob Hall! Stephen E. Fienbergtand Yuval Nardi?
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I Cloud Wars

Q4 2017 Cloud Revenue

IBM $5.5B +s0%
Microsoft $5.3B +so%
Amazon $5.1B +45%
Salesforce.com | $2.68B &
Oracle $1.5B W&
SAP $1.24B
Google $1B

Source: @bobevansIT
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Il Information Privacy

Analytics

Some self analytics about
- Facebook usage start appearing
$ vata setfie _ ' after a while:

$ Online an hour ago
$ Total 9.62 hours (since Dec-
$ Legend ____ looked _ Link

Top friends

Activity

Top pages

Top likes

oy Object detection ( YOLO )
T Sentiment Analysis ( Watson )
Jon-24-17 Categories

Jon-25-17 + Personality prediction
Religious Orientation
Political Orientation
Other Predictions
Shopping Preferences
Health + Activity + Other
preferences

Jan-18-17

Jan-19-17

Jan-20-17

Jan-21-17

12am 1 2 3 4 5 6 7

Time spent z-wtrwnos' posts Time spent (in sec) on pages' posts es for posts, photos or videos
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I Homomorphic Encryption

conventional encryption

fully homomorphic encryption
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I Homomorphic Encryption

cipherspace

6 +10 = 16 (6 «10)/2 = 30

3+5 = 8 3¢5

plainspace

15
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I Aim of the rest of this talk

B Construct a simple linear regression model with the
following requirements:

1 - The data to train the model are encoded
2 - The trained model is encoded

3 - The model can be used with encoded data which gives
an encoded result
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I Encoding Method

B Symmetric-key algorithm

B Define:
* U; an semi-orthogonal matrix.
U, aninvertible matrix.

B Encoded Data:
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I Training the Model

B Ordinary least squares (OLS)

B=X"X)"X"y §=Xp
B Encoded model: J=b+bx

=y, —7,)

~ A

5 =Usp
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I Use the Model

1 — Encode the new data with Us an invertible matrix:
Xtest — USXtestUg_l

2 — Compute:
gtest — Xtestg

3 — Decode the result:

1~
Ytest — U3 Ytest
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I Aim of the rest of this talk

B Construct a simple linear regression model with the
following requirements:

1 - The data to train the model are encoded
2 - The trained model is encoded

3 - The model can be used with encoded data which gives
an encoded result
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I Aim of the rest of this talk

B Construct a simple linear regression model with the
following requirements:

j 1 - The data to train the model are encoded
2 - The trained model is encoded

3 - The model can be used with encoded data which gives
an encoded result
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I Aim of the rest of this talk

B Construct a simple linear regression model with the
following requirements:

j 1 - The data to train the model are encoded

j 2 - The trained model is encoded

3 - The model can be used with encoded data which gives
an encoded result

16 28th April 2018 Seoul Attificial Intelligence Meetup A Toy Model forHomomorphic Encryption for Linear Regression




I Aim of the rest of this talk

B Construct a simple linear regression model with the
following requirements:

j 1 - The data to train the model are encoded

i 2 - The trained model is encoded

4

3 - The model can be used with encoded data which gives
an encoded result
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