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/ ! \ Disclaimer / ! \
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n The model provided in this talk is a simple toy model 
to give a naive approach of Machine Learning based
on Homomorphic Encryption.

n For a more insightful approach:
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Cloud Wars
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Information Privacy
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Homomorphic Encryption
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Homomorphic Encryption
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Linear Regression
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Aim of the rest of this talk

n Construct a simple linear regression model with the 
following requirements:

1 - The data to train the model are encoded

2 - The trained model is encoded

3 - The model can be used with encoded data which gives
an encoded result
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Encoding Method

n Symmetric-key algorithm

n Define: 
• U₁ an semi-orthogonal matrix.
• U₂ an invertible matrix.

n Encoded Data:
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eX = U1XU2

eY = UT
1 Y
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Training the Model

n Ordinary least squares (OLS)

n and

n Encoded model:
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e� = U2�̂
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Use the Model

1 – Encode the new data with U₃ an invertible matrix:

2 – Compute:

3 – Decode the result: 
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eXtest = U3XtestU
�1
2

eytest = eXtest
e�

ytest = U�1
3 eytest
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